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Abstract—This paper gives us a brief overlook of the threats,
risks, and opportunities of quantum cybersecurity, efficient
computing resource sharing for mobile edge-cloud computing
networks and edge-computing visions and challenges.
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I. REVIEW OF QUANTUM CYBERSECURITY: THREATS,
RISKS AND OPPORTUNITIES

A. Introduction

The increasing digitization of sensitive data in databases
highlights the importance of cybersecurity in protecting against
cyber threats. As cyber-attacks become more frequent, the field
of cybersecurity is looking to embrace futuristic technologies
like AI, Quantum Computing, Blockchain, and Data Science.
However, the potential risks and opportunities of Quantum
Computing on cybersecurity must be investigated to prevent
current cybersecurity infrastructure from becoming obsolete.
This paper aims to study the intersection between Quantum
Computing and Cybersecurity and explore ways to enhance
Quantum Computing cybersecurity for concerned stakehold-
ers.

B. Paper Organization

This section outlines the organization of the paper and its
various sections. I. Introduction This section introduces the
paper and its focus on quantum cybersecurity. II. Research
Design and Methodology This section explains the research
design and methodology used for the paper, including research
questions on both positive and negative aspects of quantum
cybersecurity. III. Overview of Quantum Computing and Cy-
bersecurity This section provides a thorough overview of quan-
tum computing and cybersecurity. IV. Related Studies This
section reviews 20 primary studies on quantum computing and
cybersecurity and synthesizes the findings, approaches, and
considerations. V. Findings and Future Research Directions
This section discusses the findings and challenges identified
from the review and provides guidelines for future research
in this field. VI. Conclusion This section concludes the paper
and summarizes its main contributions.
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C. Research Design and Methodology

1) Research Goals: This study aims to address three key
research questions related to the intersection of quantum
computing and cybersecurity. The first research question seeks
to define quantum computing and how it can intersect with
cybersecurity. The second research question evaluates quantum
cybersecurity’s potential opportunities and risks. Finally, the
third research question explores the improvements that can be
carried out in quantum cybersecurity. The authors recognise
the threat posed by the development of quantum computing
to cybersecurity and aim to provide insights that can improve
the understanding of this intersection.

2) Study Selection: To identify research papers relevant to
the study, the authors implemented a search process using vari-
ous scientific databases. They prepared potential search strings
containing keywords related to the study topic, including
”Quantum Cybersecurity,” ”Quantum Computing for Cyberse-
curity,” ”Cybersecurity for Quantum Computing,” ”Quantum-
enabled Cybersecurity,” and ”Post-Quantum Cybersecurity.”
The authors then applied specific search strings using the
selected keywords and the title of the papers during the
analysis. The search was conducted on March 01st, 2022, and
included all studies published up to that date. The scientific
databases used for procuring these papers included Google
Scholar, IEEE Xplore Digital Library, ScienceDirect, ACM
Digital Library, SpringerLink, and arXiv e-Print Archive.
The authors used a systematic literature review process and
depicted the attrition of the literature through processing in
Fig.



3) Results of the Studies: After completing the initial
search, a total of 354 research papers were identified. However,
the authors applied the inclusion and exclusion criteria to
ensure that only relevant papers were included in the study.
This process excluded 329 papers, leaving 25 papers for
further review. The authors then conducted a full-text review
of these 25 papers and excluded four more papers that did not
meet the inclusion criteria. Thus, a total of 21 papers were
finally included in the study. The authors used a PRISMA
flow diagram to depict the selection process presented in Fig.

D. Related Studies

The text discusses a few research papers on post-quantum
cryptography. Some of the papers that have been mentioned
are as follows: One paper proposes five types of post-quantum
cryptosystems for blockchain technology. The paper suggests
that rapid advancement in quantum computing using Grover’s
and Shor’s algorithms puts hash functions and public-key
cryptography at risk. The proposed cryptosystems are resilient
to quantum threats and can be used for encryption and digital
signatures in blockchain. Another paper suggests lattice-driven
cryptographic techniques for quantum resistance security mod-
els in the Internet of Things (IoT). The paper analyzes the
vulnerabilities of current IoT architecture and implementa-
tion and proposes improvements to protect IoT in the post-
quantum era. A third paper proposes KeyShield, a scalable
and quantum-safe key management scheme that outperforms
state-of-the-art schemes in quantum-resistance, computation
cost, message overhead, storage cost, and rekeying delay. The

paper provides mathematical analysis and proofs to support
the proposed scheme.

E. Conclusion

The emergence of quantum computing can significantly
impact cybersecurity as it can be used both as a threat and
a solution. The study reviewed the current quantum comput-
ing and cybersecurity state-of-the-art and identified proposed
approaches. Quantum computing can be used to enhance
cybersecurity, but it also poses threats to cybersecurity. The
review highlights the need for further research in this emerging
field and provides insights into future research directions for
quantum and cybersecurity practitioners and researchers.

II. EFFICIENT COMPUTING RESOURCE SHARING FOR
MOBILE EDGE-CLOUD COMPUTING NETWORKS

A. Introduction

The demand for mobile applications has brought challenges
to designing mobile devices with limited hardware capabili-
ties. The cloud and edge can provide computing services to
address this challenge, but designing an efficient cooperative
edge-cloud network and business model is necessary for the
future. Our previous work proposed an efficient wholesale and
buyback scheme for managing computing resources in mobile
edge-cloud computing networks to maximise profitability and
QoS. However, the scheme did not consider the impact of
cloud operation costs and computing requirements on whole-
sale prices. Therefore, we propose a joint pricing scheme for
cloud computing resources to determine optimal computing re-
sources for both the MEC and cloud. The scheme emphasizes
the importance of collaboration between the cloud and edge
servers and highlights the potential benefits for both entities.
The rest of the paper introduces related works, proposes a
framework for mobile edge-cloud computing networks, and
formulates computing resource management problems. The
paper concludes with simulations demonstrating the efficiency
of the proposed algorithm.

B. Related Works

The related works discussed in this paper can be categorised
into two perspectives: system design and system optimisation
to enhance MEC systems. For instance, a MEC-based object
detection architecture was proposed for real-time surveillance
applications. An air-ground integrated mobile edge network
(AGMEN) using UAVs was proposed to improve the edge’s
communication, caching, and computing network. On the other
hand, from a system optimisation perspective, researchers
have proposed schemes to optimise different aspects of MEC
systems, such as energy consumption, workload allocation,
and resource allocation. For example, an energy-efficient com-
puting offloading management scheme was proposed to reduce
the energy consumption of mobile devices. In contrast, an
optimal workload allocation scheme was proposed to balance
power consumption and transmission delay. Moreover, a joint
radio and computational resource allocation scheme were
designed to enhance system performance and improve user



satisfaction. In addition to these approaches, some studies
proposed heuristic solutions to address system design and
optimisation problems.

C. System model and problem formulation

The problem formulation in this system model can be
described as a resource allocation problem. The goal is to
optimize the utilization of computing resources between the
MEC servers and the cloud servers. The objective is to maxi-
mize the system’s overall profit while ensuring the computing
tasks’ QoS requirements. To achieve this objective, the system
must determine the optimal allocation of computing resources
between the MEC servers and the cloud servers, considering
the current computing requirements, available computing re-
sources, and the costs of computing resource wholesale and
buyback. The problem is further complicated by the time-
sensitive nature of the computing tasks and the need to ensure
QoS. The resource allocation problem can be mathematically
formulated as an optimization problem, where the objective
function is to maximize the overall profit of the system,
subject to constraints such as the QoS requirements, resource
availability, and computing resource costs. The optimization
problem can be solved using various optimization techniques,
such as linear programming, dynamic programming, or heuris-
tic algorithms.

1) Operation Model of Mobile Edge Computing (MEC):
The MEC server’s computing resources are divided into
two parts, one reserved for local computation tasks and the
other wholesaled to the cloud for flexible computation tasks.
Communication delay between MEC servers and the cloud is
negligible due to wired connections and local processing.

2) Operation Model of Cloud Computing: Cloud com-
puting resources are available from cloud servers and MEC
servers, managed by the cloud. The wholesale and buyback
scheme of MEC servers affects the availability of computing
resources from MEC servers.

D. Profit Model of MEC and Cloud Computing

The profit of MEC servers includes operation cost, income
from local processing, income from wholesaling computing
resources to the cloud, and cost for buying back computing
resources. The total profit depends on the wholesaled and
buyback scheme of the MEC server. The profit of the cloud
includes processing computing tasks, local operation cost, and
trading computing resources with MEC servers. The cloud
needs to balance operation costs and QoS penalty.

E. Wholesale and Buyback with Profit

The MEC and cloud have different profit objectives but
can share computing resources with profit transfers. The MEC
aims to maximize profit by providing computing services and
wholesaling computing resources, while the cloud aims to
provide better computing services and reduce operation costs.
MEC servers determine their wholesale and buyback scheme,
while the cloud determines the wholesale price and manages
cloud computing resources. These problems are coupled by

profit transfers, and optimal pricing and resource management
are required to maximize the profits of both MEC and cloud.

F. Conclusion

This paper proposed a framework for efficient resource
sharing between the MEC and the cloud to improve their
profitability. Two cases were considered: social welfare maxi-
mization and respective profit maximization. For the first case,
it was proved that the social welfare only depends on the cloud
computing resources and the concavity of the social welfare
maximization problem. For the second case, an optimal pricing
and cloud computing resource management were designed to
maximize the total profit. Numerical evaluations showed that
the proposed algorithms can maximize the social welfare and
the respective profits of the MEC and the cloud separately.
However, the assumptions made in this paper are that all MEC
servers have the same computing resources and all computing
tasks have similar QoS requirements.
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